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Whatis OpUtils?

IP Address
Management

Reports and Switch Port

Alarms .~ Management

Networking | e Rogue Device
Tools Management

* ManageEngine OpUtils is an efficient IP
address and switch port management
software that helps network admins to
monitor their switches and IP address space
with ease.

* This integrated solution aids network
admins in effectively detecting rogue device
intrusions and blocking them if necessary.

* |[t's built-in network toolset simplifies
day-to-day network tasks such as bandwidth
monitoring, configuration backup
scheduling, network scanning, and address
mManagement.



Howcan OpUtils
helpyournetwork?

Replace spreadsheets for IP address management.

Eliminate the need for physically tracing cables for
switch port mapping.

ldentify, inspect, and block rogue devices.

— |
|'r e Stay ahead of network issues by getting instantly
| 0 | alerted via email, syslog, and in-console.
. >
. | — . -
e o Automate reporting on critical IP address and

switch port management metrics.

e Simplify network tasks with a centralized network
toolset.



Whats the
ManageEngirm@pUtils
mMadeof?



A look into the capabilitiesthat nicomplicates 17

* [P Address Manager

e Switch Port Mapper

* Rogue device detection

« Network tool set

» Schedules, reports, and alarms

e User management







IP AddressManagement
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e Discover and monitor all your IPv4
and |IPv6 addresses in tandem.

e Automate advanced IP scanning, |P
address tracking, and DHCP scope
Monitoring across subnets and
supernets.
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* View historical IP usage logs, and
group and manage IPs according to
your networking requirements.

. * View in-depth insights into
monitored IPs with just a click.

e Streamline IP allocation
Mmanagement with built-in with P
Request tool.



Switch Port Management

i e Discover end-to-end switch port mapping
b detalils.

e Inspect ports and connected devices with
Insights into the IP-MAC details, status, and
port speed of each port.
i AR e * View the nature of network connection such
i SRR ELSEY  wmae as if a port is truncated or connected to

’h . ﬁ% THRERERE REEE mMultiple MAC addresses.

[ | * View historical port utilization logs and alerts.



Rogue device detection & prevention

_ —— mr— » Periodically scan the routers and
[ 244 o subnets to track all new devices
p— entering your network.

1 0 * Verify and mark devices as
trusted, guest, or rogue, in a click,

— * [dentify and block switch ports
enabling rogue access.

e Stay ahead of ARP spoofing
attacks by continually scanning
& ARP entries






Network Monitor

Ciplikils 0O G AL O
Inveniony et Byt oe
""""""""" - e < T L ey * View availability and response time of
critical devices.
10 )
Devices : - e Set-up alert escalation rules.

e Set custom polling intervals.



Config File Manager
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* Real-time Cisco config file change
monitoring.

o Compare Cisco config files.
» Upload Cisco config files.

e Scheduled backup for Cisco config files.



Bandwidth Monitor

B Cplitils f 00 & 0P8

* View the bandwidth usage patterns and
network traffic trends.

e Historical bandwidth usage logs.

* Bandwidth Monitoring Reports.
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Ping Tools
Inspect connectivity issues in
a LAN environment

Address Monitoring
Resolve MAC address, run DNS
lookups, and monitor DHCP scopes

Network Monitoring

Run network scans, system port
scans, and view and update
system details remotely.

0]

ManageEngine)

SNMP Tools
"""""""""""""""""""""""""""""""""""""" ~‘ Browse and monitor SNMP MIB's and

view configured Traps.

OpUtils gg_ CISCO Tools
' Monitor Cisco devices and getin-depth
Toolset : insights.

Others
224\

Various tools to run queries, view
syslog, and monitor traps.



Ping Tools

Ping Tools * Ping Tool - Ping network nodes to check
network connectivity status.

Ping SHNMF Ping Proxcy Ping Trace Route

« SNMP Ping - Run ping scans on
SNMP-enabled network nodes.

IP Safedress/Hast Marmse

172.21.213.156

* Proxy Ping - Run ping tests through a
remote router to another remote target
device.

Ping Status

n B4 e Trace Route - Record the route from host
Systemup and running to the target destination.

Plng Response



Address Monitoring

Address Monitoring

MAC Address
Rosolver
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MAC Address Resolver - Resolve |P address
or host name to the associated MAC
address and vice versa.

DNS Resolver - Translate host name into IP
address and vice versa.

DHCP Scope Monitor - Find the used and
available IP addresses in a DHCP Server
scope.

MAC IP List - Displays a list of all monitored
IP addresses and their associated MAC
address.



Network Monitoring

Network Monitoring

Network Scanner Part Scanner Syatem Explorer TCF Reset E}IEE;E:JIJE

Ping SNMP
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Network Scanner - Pings different network
nodes to check detalls including its status,
response time, and OS type.

Port Scanner - Runs system port scans to
identify open ports and the services
running on them.

System Explorer - Get the complete details
of a target device including its system
snapshot, disk space, CPU usage,
processes, and installed software.

TCP Reset - Find and reset the list of TCP
connections established in the network.

System Details Update - View and update
details such as Name, Location, and Contact
of a network device.



SNMP Tools

« MIB Browser - Load, browse, search, and
walk through SNMP MIBs.

SNHP Tools

» « SNMP Craph - Gather data and draw graph
o e Commanicy e oo for any SNMP device.

SBMP Graph SEBP Wil BB Meade Wiswasi

e SNMP Walker - Retrieve information on a
set of OIDs in a MIB.

S ' « MIB Node Viewer - View the details of a MIB
I MeadeiCisgect 1D node

» Trap Receiver - View the configured traps.

= « MIB Module Viewer - View the details of a
MIB module.

e Community Checker - Read and write
community strings.



Cisco Tools

Cisco Tools

Deviee Scan Device Explorer

Subinet/Mebwork Addrass

Subnet Mask

24 - 204 Hosts

Subnet Address

Comamunity

e Device Scan - Scan subnets to collect
details of the target Cisco devices.

* Device Explorer - Scan a Cisco device to get
details such as device snapshot, chassis
detalils, IOS details, flash memory, interfaces,
|P routes, CPU and memory utilization, and
access lists.



Other Tools

Others
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WMI Query Tool

CLI Query Tool

/s Forward Trap

>

Forward Syslog

=] Syslog Viewer

WMI Query Tool - Query remote systems with
Device Name, User Name, Password, and
Name Space.

CLI Query Tool - Remotely execute command
line queries from your OpUtils console.

Forward Trap - Forward the received traps to
configured destinations.

Forward Syslog - Forward the received logs to
configured destinations.

Syslog Viewer - View the Source, Facility,
Severity, Message, and Response Received
Time logged in syslog.






Schedule scans using a Scheduler

Ganeral Scheduler Configure Alerts Clean up Palicy Pultbish Cusstom Columns

Task Mame Type Suibsnel Counl Created Tims Last Scam Timne Mexl Scan Time O Ao s

e Schedule periodic scanning of monitored subnets, switch ports, and network
components with Scheduler.

e Prevent rogue devices from having unrestricted access to your network with continual
network scanning.



Configure Alarms

""" e Proactively monitor your |IP address
o space and network switch ports to
1 identify emerging network issues.

e View all alarms in console or
through preferred alert channels.

&



Generate Reports
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Z « Wide variety of reports to track IP and
— switch port metrics.

» Schedule reports or download on demand.

Opltils






User management

OpUtils «

Dashboard P s b ans ger Swerich Part Mapper Hogue Lietechion ool flarms
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User Management m
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Privacy Settings

Create multiple user roles along side default administrator and operator roles.

Leverage user scoping capabilities to effectively implement role based access controls
(RBAC).






Dashboardandwidgets
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e Find out all the operational status of your

A ==“===== network with OpUtils' out-of-the-box widgets.
LA A 1 + .-.. I 0 OO0 B
SRSEEEEOE Create multiple custom dashboards f
| e reate multiple custom dashboards for
Eriensiat rpsperding 4 ICMP SENREEEEE different users.
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L e e Monitor all the crucial information about your
o S — network at a glance.
) : w ’ » Detailed view of the IPs, switch ports and

devices in the network,.
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Dashboard and widgets

8 i o - i -

* Find out all the operational status of your
network with OpUtils' out-of-the-box
widgets.

» Create multiple custom dashboards for
different users.

» Monitor all the crucial information about
your network at a glance.

» Detailed view of the |Ps, switch ports and
devices in the network,.






Quickinstallation

InstallOpUtilsinless thanlO minutes.
Noadditionatomponenteequired.




Allthetoolsyou'll
everneed!




No strict defaults!
Customize OpUtils as per
your IT requirements

e Custom dashboards
e Custom Columns

e Scheduled alerts

* Rebranding option

e Custom NOC views.



Allthecrucial
informatiorata glance-
Visualization

e Easy to use Ul

e CGraphicaldepictiorof cruciallT
metrics

eTop 10 charts.

e Alltheinformatioryou'llever needis

onlya few clicksaway!



' Affordable

Cet OpUtils professionaledition

starting at $345



CustomerSuccess Story

“‘OpUtilshas providedus a detailedandintuitive
interfaceto easily manageourlP space andswitch
ports. We caneasily findanysystemonournetwork
throughtheirswitchportmappertoolandalso quickly

identifypossiblesecurityviolations.”

Nichole K. Boscia, CSC
Sr. Network Engineer
NASA Ames Research Center

Advanced Supercomputing Division
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WWW.oputils.com

https://download.manageengine.com/products/
oputils/oputils_brochure.pdf

https://download.manageengine.com/products/
oputils/oputils_datasheet.pdf

demo.oputils.com

https//www.manageengine.com/products/o
putils/knowledge-base.html

https://pitstop.manageengine.com/portal/c
ommunity/opmanager/oputils



Thankyou

oputils-support@manageengine.com




