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Central console for iInformation

Network devices &
application

» Security device

configuration changes
+ Database and web server

activity

Active Directory

 Privileged user
activity

 Critical AD changes
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Endpoint solutions

» Top network vulnerabilities
» Threats identified by threat
management solutions

Office 365 &
Exchange Server

r » Mailbox traffic analysis

|:I + Content, permission,
traffic statistics for
Exchange Server




Advanced event correlation

 Pattern-based incident detection

* Over 30 predefined rules: Detect suspicious software,

cryptojacking, worm activity, and more
* |ncident overview dashboard
« Detalled incident timelines

e Custom correlation rule builder with advanced field-based filters
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Detecting suspicious software installations

Suspicious software installations
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Log forensics

« Powerful Elasticsearch based search engine helps you
analyze complex incidents and discover the root cause Iin
minutes

« Basic and advanced search: Use flexible options to build search
gueries from scratch or use the advanced query builder
interface

« Search through raw and formatted logs, including log archives

« Save searches as reports or alerts
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Threat intelligence

« Detect network intruders with threat feed data

* Real-time alerts for malicious URLSs, IPs, and domain names
« Add custom STIX/TAXII threat feeds

* No configuration needed

« Dynamic and daily updates

ManageEngin@

Log360



Detecting suspicious software installations

Inbound malicious IP
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Advanced threat analytics

» Integration with trusted threat intelligence provider
« Deeper insights into the threat flagged
* |P/URL classification

« Reputation score
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Integrated threat feeds
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Advanced Threat Analytics

Info Geo Info Phishing Info

cfremaux60.free.fr
High Risk

Category
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. 07 Sep 2018 09:30.54
. ]

Reputation Score = 20

ManageEngin@

Log360



User and entity _
behavior analytics




User and entity behavior analytics

Machine learning based anomaly detection
Anomalous behavior detection: Based on time, pattern, or count

Risk score based threat prioritization: Determine degree of risk posed
by an identified threat

Add high risk users and entities to a watchlist

* Threat corroboration: Identify indicators of common threats (account
compromise, data exfiltration, and more)
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Data security

« Discover sensitive data (PIl, PHI, etc.) across your network
using predefined and custom policies.

« Ensure integrity of confidential files and folders with file
Integrity monitoring.

« Get real-time alerts for unauthorized file accesses, permission
changes, and modifications.
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Detecting suspicious software installations

Multiple hltes modified
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Incident management

Built-in ticketing system: Forward incident information to

oL _ external help desk software:
« Automatic incident ticket

assignment » Supported help desk
« Track incident status software: ServiceDesk Plus,
ServiceNow, Jira Service
Desk, ZenDesk, BMC
Remedy, Kayako

« Maintain in-house knowledge
base of resolved incidents
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Cloud
monitoring




Cloud environments

aws

AWS: Amazon S3, Amazon
EC2, Web Application
Firewalls (WAF), Relational
Database Service (RDS),
and more

Get information on:

gl Microsoft
Wl Azure

Microsoft Azure: User
activity, changes made to
network security groups,
virtual networks, DNS
zones, databases, and
more

salesforce

Salesforce: Login, report,
content, and search
activities
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Regulatory
compliance




Compliance

Out-of-the-box compliance reports for: PCI DSS | SOX | GLBA |
HIPAA | GPG | GDPR | ISO 27001 | ISLP

« Custom compliance report builder for new or in-house compliance
policies
« Predefined compliance alerts available

« Automatic log archival: Retain logs for as long as required by
regulatory requirements.

« Archives are secure and tamper-proof
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Additional
highlights




Additional
features:

Product security

Secure data transmission: Encrypt all
communication between Log360 and your
browser through the secure HTTPS protocol.

Role-based access control: Limit users' access to
added devices and product features with user
roles.

User auditing: Audit all EventLog Analyzer user
actions.

High availability: Designate a secondary server
to take over in event of the primary server
failure.
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Awards and recognitions

Recognized in the Gartner Magic Quadrant for SIEM, for

the fourth consecutive time.
Gartner Peer Insights Customer Choice for SIEM, 2019.

Placed as a leader in the Software Reviews Customer
Experience Diamond for SIEM, 20109.
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Thank you!

Contact

log360-support@manageengine.com



