
An integrated solution to simplify 

IAM and IT compliance



A solution that provides 

everything an IT admin 

needs in a central 

console

The need of the hour:



There are 360 degrees, 

so why stick to one? 



How we can help 



Make things easy and convenient with integration and

collaboration. AD360 is integrated with solutions for your

every business need.



Bringing everything 

together in a single 

console

Automation, delegation, 

and workflow rules

In-depth auditing and 

real-time alerts with 

integrated compliance 

management

Active Directory (AD), Exchange, 

and Office 365 management

Secure single sign-

on (SSO) and 

password self-

service

300+ built-in reports on 

all aspects of AD, 

Exchange, and Office 

365

Back up and restore 

objects, mailboxes, site 

collections, and more



What is AD360?

• An integrated solution that includes:

IT compliance 

and security 

management

Identity governance 

and administration 

(IGA)
AD360

• ADManager Plus

• ADAudit Plus

• ADSelfService Plus

• Exchange Reporter Plus

• O365 Manager Plus

• RecoveryManager Plus



How AD360 
solves IGA 
challenges

User life 

cycle 

management 

across AD, 

Exchange,  

G Suite, and 

Office 365

Task 

automation, 

help desk 

delegation, 

and workflows

Privileged 

account and 

access 

management

SSO and 

multi-factor 

authenticatio

n (MFA)

for cloud 

apps

IGA

simplified



• 360° user provisioning: Create accounts for 

users in AD, Exchange, Office 365, G Suite, 

and more in one click

• Bulk user creation via CSV import and 

templates

• User attribute management, group 

membership management, share permission 

management, and more

User life cycle management



• AD-based SSO for cloud apps

• Enhanced security with stronger password 

policies

• OU and group-policy-based access control

Secure SSO for cloud apps

SSO for cloud apps



Multi-factor authentication

• Fortify access to sensitive resources 

using MFA for Windows, macOS, and 

Linux endpoint logons, along with various 

other applications

• Supports authenticators such as YubiKey, 

Duo Security, and RSA SecureID

• Ensure users have signed up for the 

required authenticators by enforcing MFA 

during enrollment



Password self-service and password sync

• Perform self-service password resets 

and unlocks for LDAP accounts

• Self-service actions are protected by 

MFA

• For Windows, self-service password 

reset is available from the lock screen 

(Ctrl+Alt+Del) using the GINA/CP client

• Real-time synchronization of passwords 

and user account changes across 

multiple platforms



• Create users, manage groups, and clean up inactive user accounts completely 

hands-free using customized templates

• Role-based help desk delegation

• Build a custom workflow structure for controlled automation

Automation, delegation, and approval workflow



• Define access controls with the right mix of 

rigidity and fluidity

• Manage and monitor groups and users with 

privileged access

• Audit all admin and users activities

• Manage who can access what files, folders, 

and groups, and when

Privileged access management



• Back up all AD, Exchange, and

Office 365 objects, mailboxes, sites, folders, 

and more in a single click

• Automate backups to run hourly, daily, or

• weekly 

• Restore deleted objects like containers, 

mailboxes, site collections, and folders as a 

whole, or perform item-level or attribute-level

restoration

• Perform restart-free recovery of all objects

The time machine for your every need



How AD360 
ensures 
security and 
IT compliance

Centralized 

AD, 

Exchange, 

and Office 

365 reporting

Real-time

alerts

Compliance-

specific 

reports for 

SOX, HIPAA, 

PCI DSS, 

GDPR, etc.

Real-time

change 

auditing

Security & 

IT 

compliance



Detects anomalous user authentications with predefined 

logon/logoff reports



High precision user behavior analytics powered by machine 
learning helps monitor user behaviour and detect anomalies



Monitor OUs, groups, accounts, and computers with exhaustive 
reports and real-time alerts



Contain security incidents quickly by instantly identifying high-risk 

indicators of compromise, like changes to GPOs or permission and 

security groups



• Get reports designed to help you 

prove compliance

• Keep compliance reports archived 

for as long as you want

Easily pass compliance audits with out-of-the-box
reports



How does 

AD360 stand out?



Why AD360?

• Complete AD, Exchange, and Office 365 administration through a 

single console

• Plug-and-play

• No price difference

• Easily integrate, remove, enable, or disable components



Consolidated dashboard



Consolidated reports



Centralized management

Single configuration to set up all integrated products 



Help desk assisted self-service



SSO across integrated products



Central database migration

“THAT’S TO BACK UP MY DATA. AND THAT’S TO

BACK UP THAT DEVICE. THAT’S TO BACK UP

THE DEVICE THAT’S BACKING UP THAT DEVICE.

THAT’S TO BACK UP THE DEVICE THAT’S

BACKING UP THE DEVICE THAT’S…”



Integrations in AD360

ServiceDesk Plus & ServiceNow

SIEM tools

HR databases

AD360

= Bringing IT together!



Built-in central reverse proxy server

• Provides an additional layer of protection for AD360 and the components 
integrated with it

• Supports both context-based and port-based reverse proxies





Single start up and shutdown 

Single sign-on and sign-out

One touch



Two-factor authentication for logins



Thank you!

For more details, 

Contact: ad360-support@manageengine.com

Visit: https://www.manageengine.com/active-directory-360/

mailto:ad360-support@manageengine.com
https://www.manageengine.com/active-directory-360/

